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Abstract: Advanced persistent threat (APT) attacks are characterized by high stealthiness and long-lasting persistence,
and provenance graphs constructed from kernel audit logs have become an important technique for APT attack detection.
However, existing provenance graph-based methods mainly focus on identifying isolated attack events and fail to capture
the temporal correlations and causal dependencies among multi-stage attack behaviors, resulting in a large number of dis-
connected suspicious events that greatly increase the difficulty of security analysis and decision-making for administra-
tors. To address this issue, this paper investigates the problem of APT attack path reasoning, which aims to aggregate re-
lated attack events belonging to the same APT campaign into a complete attack chain, and proposes a tactic and tech-
nique knowledge-driven APT attack path reasoning approach. Specifically, the proposed method first constructs an
anomaly subgraph containing isolated attack events through anomaly detection, attack tactic and technique identification,
and graph pruning, then introduces an ATT&CK-based tactic-technique sequence pattern built from threat intelligence to

guide the attack path reasoning, and finally reconstructs complete APT attack chains by integrating graph search with a
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threat scoring mechanism. Experimental results on a simulated attack dataset collected from kernel logs and the public

DARPA TC dataset demonstrate that the proposed method achieves a 99.9% reduction in graph scale while preserving

91% of critical attack events, and under the premise of maintaining attack chain integrity, improves the reconstruction

precision by over 60% compared with existing methods.
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(T)-(10) T~ A5, i 3t 90 224 WAl B Jo oY 9
e R A A R, B4R DY SR iR Mo i AR, RI(D)-
2)-(N~ (D-(2)-3)-(H)-(8)~ (1)-(2)-(3)-(4)-(5)-(6)-
9)~ (1)-(2)-(3)-(4)-(5)-(6)-(10). ZHrrl W, HEFIS
B (5 1k Bk B AR 78 5 T LSRG BE AR (1)-(2)-(3)-
(4)-(5)-(6)-(8)-(9)-(10), HFI N T 7 i 45 5%,
% ) R AE 2.4 5 R il e
24 WEHEBRERESSEH

N FAFIE LGRS ST — N BEEEY S, B
TECREE W BB LA, ¥ BA LR S B TR B
REIE, Nty 78 5 s U I B g . B
WIS, hE—EiEXdsgaEcr, MULF 24
Y FE of A B B B AR I B VRS

D) Lo B 2 R 48 X (6) T ik B
P8 AR T T B VR ST A, DAVE A R
TR,

z ScoreE (ek)

e, € CP.edges

EdgeNumber ©)

2) K ERER: ZEERBELIEM LR
BRAT, —RRRK L R A P S B O 4 1R B
1, 5 R EARE > BOL A S P RESR
BERmS KRR BEKERZEMTE MR
(MR, HrhZH0n] 5 DR A B8 A2 K FE I B
LS

EdgeScore (CP) =

Ko Ml AR R

233 WUl Egfei Iy
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_lcn(CP)
LengthScore (CP) = (1 -e 7

- EdgeScore (CP)

(7

3) WEFE RN R: ZHREGEAHZERIE

Yoy A TR AR 0 R R A VR . T

3.2.1 715 H R SR R N RUR WU AR A 2 S RN Y R A T

— AL FTHE BT T R A

(SFIAME,  DAR B B &P 3 S5 0 B AR E i
FE R HSER T R AT o

z AbnormalScore (v)

— v e Nodes
NodeScore (CP) NodeNumber ®

w4, BT LL TP IREE RS E L,
BT 2O) BUIMALR AR 2o B 2% i ke Mo 6 4%
CPEER . Hik, REBGEW D& T
W BAS A 0 Mk Bk b 1. BeJa, MR A
FRUAF CUTgEFRE ID 5D HUAAS [ B 428 8] 14 3 ] 4
R R TR IR Y RO B S A A
TH I R ST HAh B A2 35 To 2L R A 9T
BAT, KB E G BRIt e, B 7 ER
TEEEERARE S G IR EARS] . Rkt
AR WKV BRAT: path, = (1) — (2) —
(7> path,= (1) — (2) > (3) = (4) — (8), pathy =
H—=>@—>C)—=>@—>06)—(©6)—> ) path,=
=== @— )~ ()~ (10, £2E[E
FEVEAMIRIE S, path, HAF 30N 2, T TR ERE
FEBE T A €. HARERAE path, path, # path, &

ZHFEA A ) 3)s (@), H path, F path, 3t

— BT L (5)RI(6). T H IFIXEEIL N A

HE BRI T (TR SR o

ConfidenceScore = w, - LengthScore + w, -
NodeScore )

3 S5 aSR

1 2 T 40 4 R 2 e UL APT M
KA HR SRR 58 1 7 VAT SE B0 VR4, BAER]
ZLLUTHEFLR R (RQs):

i RQ1: S5HERMEARMEL, $2H I ITEAE
Tk BR AT HE B 7 T 1) 28R G e 2

i RQ2:  F&H 175 15 1) 45 S AT H 0t 5 o B 4%
PSR 1) T R G e 2

i RQ3: EANFEBE L4, $2H 877 E R I
R AR I R B an T 2

i RQ4: Z % B il 52w 32 1 5 vk 1
PERE?

i RQS: #&H MRS T A 2
3.1 XWgE

/f.— £ Windows 10 =L (CPU i5-10400F, WA
1716GB) LB Kellect 'L R4 A # H &5,
I 7E — N % Intel Xeon Gold 5218 CPU. 128GB
W AF ) Ubuntu 20.04.6 55 45 g 4742 H 7772
3.1.1 APTAEMBELIEL

WHEHEL BN R R R T AR A

|_|_.___.__. o 2 o e e ) e
I I RENEEEREETS

I

i Tes®

I

I Lz ][] [2] [2]

I

! | BEETS ° ° o

] I (E(E: 4.5) N ° o

X © [

I OO

& @ ® << !

I I i_!'__ﬁr_.-'g'_'_‘: a5 Fret |6 e

| | (A) BEMEBEEA (B) REERERSES

S ke s e o e T 7 L R g e Y e s et

K7 el it 56 R sl
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XX %

¥k

ATT&CK £ i BEUUh H8OR 19 APT Mrily,  BE4MIK
AR R G A I PAT A R Tr A A Tk
AR A TGS, RACREN N H SRR
E I A SF AT i o A ) AN B AR
RK—UGEEMIGE, BRI

1) %411 (Phishing Emails): Xifi i id /5 H
F R E A R Bk DA ST UG U 1] . FER EAR
MRS IhAT 5, Bt il 78 5 3h B s & VB-
Script Il A LR SZRF A . B S, B & A
BloodHound #EAT M55 %2, Il H cmstp SEH 27
BEATAUBR$2 T o T R 1 R4 3 BB B A H Ker-
brute T, I 38 i M B TeamViewer #H ¢ H &1 3%
SRR B AEAS I o e 2%, BkTT HUH B i@ it SMTP
HM% o

2) 412 (Account Abuse): X i & 5 UL A&
E¥E 5, W H WMI ) Invoke-CimMethod 77 72 A1) 43
R ik RIME S5 . BJS, #0% & svchost.exe #5%& F
System32 H 3k PASEELRF ALL, FHRIH G524 TURSS
et vEM R M E, $2IUSAM/SYSTEM # 1 LLiE AT
TR AR . B Y, IGh I 0% Web il 55 41 itk
A

3) &1 3 (Content Injection): 73 i i
$ B 515 DNS. HTTP 5 SMB i B R 453 32 3% 55 )
A, LIRS HIGE VT AR . BEJS, #1047 attrib A
MEM ARG A R DRSS . 5, (A
ADSI (Active Directory Service Interfaces) i 47 1
WA, MR SIIEE S, HRAEE HTTP
PN IR 2 H

4) 4 (Content Injection 2): K3 i@ L&
AR AR B AL I AT HAT ST (A setup.
exe), FHPIBATZAF2K DLLIEA RGuikE, JIf
R NEEN G SHA (startup.omd)  DLSEILFE
I FEGEARIAT 5, Bt # 18 H PowerShell
I BR AR BRI AR . H BRI, DA 24 T
ENihE Rl

5) %455 (Service Suspension): Hii & &y
A [ A A1) 5% = USB ¥ 2% LA 3R BRI 46 5 1]
FURR . BJS, FIFH Windows ¥ T H (41 SchTasks
BWMD JE A o RIS LR A, JE I Ay
AT R AR SS, FF AR E AES % LA
St RGUHER

INTFEAE

Ak, 753 4 A TS DARPA TC E Tl
ATTERE BN . 2B 5 2 B DA 7 T8 (1)
REIEE, % 7 B CADETS. THEIA f1 CLEAR-
SCOPE = Fi A [FI ML AL (1 £ . 5 F sE ) Al
HEAH, DARPA TC % 4 B A B T4 AR
MR o A AR R U ST BE R
BARMR 6, e “RBIR7 — 1A
3R o
3.1.3

3.1.2

B 5P AE AR
XA IR R, @it N T briE s 5 1
Buaile, N0 % 4% A R A4 4 T VR A5 AR HE
BEME, ERENRFEFMAPPAT T AR TR
W, PR T BT B R, AR B OB K
WL, AR RE T IEERAT NIRRT B .
F 241 7 3T DARPA TC $a 4 4 i1t 5 2%
FHIBEHINE 52 QAT R 0 5 T B
fiEe Forr, v 5"HE" 3 i AR SR as IR ] R R
PLE AR IS0 B s "#CV" 5 "HCE" U 3R R 53 A
DURS 17 5 OR B 10 S o 1 R i B . s o,
JR oG s R AR R RS B EGh B R RS
o kT S R R B T, AR R R T
BRI A AR B0 25 FRAK, AU T R8s ettt
AR 5 TE ML

x2 FARTFERNRETESITER

KRR Yt 41 #V #E #CV  #CE
B Bedy  Phishing Emails 184270 729749 291 293
BEIBGd:  Account Abuse 103098 415455 155 164
B ECd;  Content Injection 160904 603197 216 219
MR Content Injection 2 95026 409431 207 207
I Service suspension 92949 386017 160 158
DARPA  Five Dir Case 1 8572 25084 327 530
DARPA  FiveDirCase3 79255 467659 398 631
DARPA Theia Case 1 303704 1107028 2287 2609
DARPA Theia Case 3 1138742 1666460 4507 8538
DARPA Theia Case 5 53779 400123 338 458

PHIE 222029.9 621020.3 888.6 1380.7

ARSCR AU PPAL R AR TP R IEH IR A K
Wb A, PN RORBOR IR B 5 55, FPRIR Y
VAR R e FET TR DAL FE b AR
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K Precision = TP/(TP+FP). 7 [0 Recall = TP/(TP+
FN). F143#{F1 =2 x Precision x Recall / (Precision
+ Recall) I % FNR= FN/(TP+FN).

3.2 XtEesEEg

RIS RS HH 0 D7 VEAE Tt AR B 7 THI (1A 2
P, B ST 777 SPARSE YK DepImpact U313k
AT SEBEXT L«

i SPARSE: —Fh&h & SERPIR S 75 B2 )
SINTHRG T7iE . 12T EEE T R R SO, 8
I B SR A R v BEE K], IR A AT &
AR AR OB A B . 538 H IR IR N2 30
AT A A T B AR, SPARSE B3 5 /5 2%
(R 7 326 —— B RO 1R 1) 45 B S S B ) O At
FAFFA, AT B SRS AR £

i Deplmpact: — P J& T 2 FFiE 155 5 520 /)
B ERE I HAR . Z 5l R GRRE T FU AL
H, IO R MGERTT R 1) J AT SR ) 4% 1R
DA SCHER AT . SR ITTESOI T EREREF L
TR TE Bt 5 AR, Deplmpact SR FH 4L
PERFE DR B () F AR i 28—l i EALRRAE VR 43, AR
SR 5 MR SR AT A, HOGE SET
RGP F oM E 4 e Sk R g

i1 T SPARSE 5 DepImpact ¥ 75 DA 2 #0554
MRS A, AR TSR — K A 3.2.1 71T P A 0 3 1
S RAE RN R . RIS Rk, 12
) D7V AE & TPl 4R A b 35 A T RR A T
HAR R I B = 50048 JiR % 5 vy H 50 N I g 7S B

Mo FERMEAS IR Z, SR ITER FL 330k
F] 64.15%, % SPARSE (39.33%) 5 DepImpact
(43.57%) SEPLKMRSET, X7kl TR T7
VEAE G FE AL IR APT Mok 85 7 1 R ARG &
S

WAL LR EE AR T LR M s A
%6, SPARSE %: T-if5 L5 B J7 0¢ R HUAT BE 2R 12,
7 EME DA RO 85 B 1 s A AT ) R A
FEORA KRBT KT AL, RIS 7 Bt B2
PAETEE . thah, W T ZHrBE RBeEE, UKEE
B S I P 26 R 34T BUh B8 42 HE B AE DA S B 52 #E IR
JR. W3 Fiax, SPARSE LR BE #E (it
204 NFTAD R A 141, BUER AT
RERBIAE (F1=39.33%).

HIK, Deplmpact /£ A [F1% (84.67%) 77l #
B, (ERHR (32.46%) T ML, XEY
ZITVEAFEE S I R b m) o i DRIAE T3 8 R AR
W —— 3 e e BT ) 5 e AR L ) A B B
frth . BARIXMPIRITEEA AUE R 2 M B, He
ANAT 3 Gt 51N R B S R A, 3 B0k RS R
TFES

A, M BTERAS T 64.15% (1 F1 204,
HALH F BT A CHET: (D) @ 5 ANB
FEA PN, RAEMEHE T AR T FH— APT
Boi TP 5, BT TR FE CRel 2 )
— MRS 2RI Q) GEEE
JR R TR 4 R AR X, s i AR

=3 REF AR G REHEE
AL Tg SPARSE Deplmpact
Wit 224
Pre. Recall F1 Pre. Recall F1 Pre. Recall F1

Phishing Emails 84.21% 100.00% 91.43% 28.57% 25.00% 26.67% 50.00% 80.00% 61.54%
Account Abuse 78.57% 91.67% 84.62% 40.00% 33.33% 36.36% 66.67% 80.00% 72.73%
Content Injection 75.00% 81.82% 78.26% 37.50% 27.27% 31.58% 20.00% 66.67% 30.77%
Content Injection 2 86.67% 76.47% 81.25% 38.89% 41.18% 40.00% 11.11% 50.00% 18.18%
Service suspension 69.23% 90.00% 78.26% 37.50% 30.00% 33.33% 58.33% 70.00% 63.64%
Five Dir Case 1 37.50% 100.00% 54.55% 42.86% 100.00% 60.00% 33.33% 100.00% 50.00%
Five Dir Case 3 35.29% 100.00% 52.17% 27.27% 100.00% 42.85% 20.69% 100.00% 34.29%
Theia Case 1 25.81% 100.00% 41.03% 18.42% 87.50% 30.43% 12.31% 100.00% 21.92%
Theia Case 3 22.12% 89.29% 35.45% 33.87% 75.00% 46.67% 24.35% 100.00% 39.16%
Theia Case 5 30.77% 80.00% 44.45% 29.41% 100.00% 45.45% 27.78% 100.00% 43.48%
A 54.52% 90.93% 64.15% 33.43% 61.93% 39.33% 32.46% 84.67% 43.57%
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15 BEA RUX 53 AN [F) Bty 7= AR 1) Bt % 4%

gk b, #XFRQL, 5 ELA % i 77 V% Deplm-
pact. SPARSE LY, A5 vidad 51 N B £ 6%
RFFIE AR A R B B AR R R, 7EORFFER
EAER R, BRI TSR
3.3 HmhSCLE

DR PEAk B 0 07V & S BRSO B B AR HE R
(TR, K = R AR T X b .

i w/o TTP: 1B RS [ 1 Boads 5 5 AR IR 7 5
B, @i B AL FC B R AR 2 & e I
SRABH 55 BU 15 SCIR A 5%

i w/o PS: ZBRFEFR T BRARVE B, A XS
PR AR HEH AT (ke Bk s AR AT BAS VR4, T
& BB T 5 B B AT B AR e 48 () B 1)
Bk

i w/o ATT-SPT: % B ARAN K 298 (1) B i B2
AR TR (ATT-SPT) #& SR AR HERE, 17 2k
F fai s Bk 7 A SR SR N B AR

R ARG EE R T 5 7 5 12 0L
MO/E R 32 W5 V2576 FL2x 30 B 43 0 BL 72.73%
76.85% H1151.64% (1) 2. F R H MR BT A ARk x4t
RV T =AM E e, SRR AR IR
SR I VR OV SO R . 24 R B HLRRTE B AR
B, RGRk BB E AR R R RE T, S8
HEHEVERE T B 72.73%. IR, B4R BSR4 2
FE IR B B ARG R A% O o R TN IZHLH A 1A
B SEIH 100% (K43 1128, HILL 10.72% RS %
AR — U BH B Al AR 1 SCARFAE 5 8 B A B 1 B
TR HE R IR K E LG . FFIR, ATT-SPT
NIBVPIrPRAE T SR IE SR T o TR I
H LA, FIoBHMWEETFRE (FRF
51.64%), IXUESL T 5 B A iR g p

FRAE R 5 A Mt B A QMR T B A W35 R A
— HJZ A AN B P B Gt i i, Tife
S AR J2 1) 22 BB HOG 2R

Zi b, EPXYRQ2, AICITVEM B BRATHER AL
FRH=MZOEY (BEEERAR A Beh iR
PR Bal AR vror) PrE TAECRUE, /b
AT — MY 2 S B R 2 T .

34 RIS

BT APT Bk B¢ R HEH 1 R 240k, e &Sk
55 73 A e DLER A2 (00 J7 v A 0 3 i DR A P
Wsc. Ak, RIS EAT E PR SRS i, X 2 ANk
PREWIHEATIRANGINT . Z BTRISEIe 45 SRR, A
T3 VR AT Bk B % 0 D sk R R R R BRI R IR S TR
ko B J7E B HERE R 22 R T Buh s N A
Ak (1) AR 2 H ARG 58 R 1 IO
B HE; (2) Bl rs 2 DUk B, R4 TT
VEME LA S5 3 2 ) R AR R AE T, A AR
JREE L RN AE R, A R =R AR
Yo PR ae . U RFIINT: H@E P 3LE
T R A B IR AR RS, ST E SR INRHIER
SPARSE # Deplmpact 4 . ] B )5 28 8 51— Mo
FEATs A TV R AR AN [F) () B AR )
BEAX AN F Bt A5, 4 H S B R AT
BRI B 5% 8L 20 B DL 5256 2 41
PLHIX — 458,

FH1: 8 i, A ZAFIK H DARPA TC
BT “Theia Case 17, it 7 — R MAHE
J o APT Bty o B iti 35 F H Firefox i Y2 2% i T 1E
NG, MESEfEa Lt (C2) i
ST AR A S ) Shell 4% o

BP0 AR S, $EH )%, SPARSE 5 Deplm-
pact 33 & It AR BRI BE ). & 071545 B Bk

<4 KX T73E R BT AT R R IR UR ATt
KRILTT w/o TTP w/o PS w/o ATT-SPT
ki =4
Pre. Recall F1 Pre. Recall F1 Pre. Recall F1 Pre. Recall F1

Phishing Emails ~ 84.21% 100.00% 91.43% 42.86% 18.75% 26.09% 10.46% 100% 18.93% 42.86% 18.75% 26.09%
AccountAbuse  78.57%  91.67%  84.62% 25.00% 22.22% 23.53% 7.79%  100% 14.46% 62.50% 55.56% 58.82%
Content Injection ~ 75.00%  81.82%  78.26% 30.77% 36.36% 33.33%  9.02%  100% 16.54% 45.45% 50.00% 47.62%
Content Injection 2 86.67%  76.47%  81.25% 11.11%  5.88%  7.69%  829%  100% 15.32% 22.22% 11.76% 15.38%
Service suspension  69.23%  90.00%  78.26% 28.57% 18.18% 22.22% 18.03% 100% 30.56% 46.15% 60.00% 52.17%
FME 78.74%  87.99%  82.76% 27.66% 20.28% 22.57% 10.72% 100% 19.16% 43.84% 39.21% 40.02%
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iT_ S _—::h_“____ i :__,_7_5_: i i o i _IF:: e e ,Ti___?_,__ e :__._‘__:I
I / _,@ _ (a)Theia Case1 | | @ (b)ERHE : : @ (c)SPARSE : : ° (d)Deplmpact :|
|: '"""""C}_ drakan o n @ I i é il II
I i ve 5 @‘\, 1?1:: I l | I 1 ! ||
Il@ I b : 1| -' - tmem . | : 1R 1mER : : [emem | wmam !I
Ji= . S it slia i I wEA RES I i P wEE il
e e @ i @O I @O~
T I ﬁ?w: O w8 O (el
T e I : o o) |
1 | U it &7 | O f

8 HRHFITTIE S L T E R G4 1 EE R B B A

PRSI TR m B R SR A, RS ST R AR
BIEEALBEE A @R ROIEIRN T, K%
Hriki ik SISO E: H—, BehEEE R
PEREEIRBIZE R o, LSBT B A TR
KERMEN AP, #1522, DARPAKIEE T KZ
s B AL B i — s, B W RR F I [R)J
BB R R R AT, R, =
PR IESISEIL T e B Mk BE A 5, MERESR I
A4

) 2 AR EA R HFE A B APT X
“Phishing Emails” . 1% 7 8 it £ £ 54 e ke 1 4
GINL, RS @I AT SERRREETE, R
GivEt R 5 /MU SR . 2 s — iR
D —— il R R B PTG E R R T
A1) A Sf 38 T EULE 43 BT

EEXTZZM], $RH IR /Wi & Bt
MR BN, HEHESARRYEELT
SPARSE 5 Deplmpact. 7ESZFR 453885, 24
Bl AT ge A R A, EEE LR 55 (s ik
). W97, Phishing Emails B £ 451 #) 2211
S TERPAAERAR SRR daRpRENAa
B B S g, AR S — &S T
N Rk . IX PSR B BEAE B RE T B v (BB
WA TIOT0HAR) AR, % A A Bt 2
FA CASEIUAS R i) Xt B . 32 07 VR B
I NS IR =R ML i kb M 1 b SR 1]
ST ARSI B PE AN HT B A vy (i A T1059) Al
vy (ARIEA T1570) . T ATT-SPT [ KBk 43 #r
BT T1059—T1070 B X £ AR e e i 28 8. 25 v T
T1570—T1070, 7 i 42 Hk 2 3k F2 o A8 o 38 4 v
W%WMEmﬁﬁ M 20 vy, AT A 250 S T

e 5| R sl R B BEAR & 0]

MEEZF, SPARSE 75k EELHEE LKA,
B A% HE B A T BT U B A LN R AR
Ao I, 2 AN BT KR v, BEAT S [ HE PR
B, BT vy, B F BT v,—v,,, SEUE
M SR T T B4 2 . SR, A RER I 2 R
PR RL, SPARSE A ] B DAL JiR Bt B B8 41 31 58
B, XRAZTEEEH T R
o Y71, Deplmpactifiid MR S5 N O
R TR RSO R SR A3, RS SEBINS 22 MO B 1 E 4
M. SR, G AAERE G R R B HER
ZITEME LA BX 3 AN [R) Bk B8 A% 00 4 37 2o
B, X PR HAE 2 BT 5T A R

Zx b, BFATRQ3, fEAAFEMGHEERG . B
WIRGE TN E RN, A TTER B
52 A 1R B A R 4 31 3 S ) I B AR
35 AW

BEEREO (2477 1E-FHR N R B
SRR ITER TOCEIER . BURBME R IR T
22 WU AT s AEL A IS .25 B 5] N, T vy [

1 B REFRAS 5Ll A% ] i 4 ﬂT R/ TP AL
D Rl AP B R &, B2 S HO
R ESSHEE &S LA L

WE 10 Frw, MEAEERE W E R
(3.0-3.5), EEMIHEEH R 2 ke
7, BEESTIEAL FMIRIRE, (HRRGARN
RAEE. B ORMEIZDEETE, FEHA IR 2Tt 2 0
{8, (H5 LB RIRER SR T X P SR T Xt
fige e PR R AT B FE B A, 3 B I M i B
AT A T B S L S A 0

gk b, EPXTRQ4, RESHEEEREN T
P T R AR AR ) sE B RO A P, B S et
KRR E 0=45.
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1 —=— Phishing Emails
~#— Account Abuse
| —+— Content Injection
—#— Content Injection 2
—¥— Service suspension

™ T T T
a0 35 5 5.0 55
‘I"hreshold Score

(a) EASFEBIH 0 XK HA 2R 0 5
K10

3.6 HEMEIW

RVEAGSR AR R, RaE T H
AR OB AT RERS . IR S PR, TEAK
— R B IR GRS TR IE . 1B
JUAN EE Ay i S B B EE ) P IRERT 152,077, 5
SPARSE. Deplmpact X} EE 43 Hr B : (1) $2H 1Y
J7 25T ATT-SPT ) UM A 73 B A5 (2.35 7))
B 7E FE I g 55 T Deplmpact [ 4K #6i 4% 3% 52
(0.81F0), (HHIEL Bk H AR e MR HE LR 3
BUMALE THE, DL TR AR X T 67.9% ) Bt %
AR RRT . Q) B REENE, 1’

0.8

~&— Phishing Emails
—8— Account Abuse
—i— Content Injection
1 —#— Content Injection 2

~¥— Sarvice suspension

e
o™

False Negative Rate
=1
=

o
[x]

&

¥ T * T T T
30 35 4.0 45 5.0 55
Threshold Score

0.0

(b)  EAF LB ORI MR

TSI AR

A AR AR B VP L Gl B RME
I RBAAT N, AL 0.0022 FPEI AT 2B, 2K

K LK SPARSE (0.056 F5) Pl ir 25 %, L DepIm-
pact (1.07 Fb) BT 486 1% . IR 7 L7

ST BT BRI I, (B T I R AR
Fe FURE SR B VP Al AR TR e 25 SEBL 7 1 Al
O SRR, A B AE A ROk 54.52%, A [l R Ik
90.93%.

Zil, BPXTRQS, ASCIHEAETH T LAt nT
B, A AR £ v AE BT 1 57 8 T 2 IR
B, MrEBGT AR B A B A .



XX

B WA ety BOSOR JHR IR EN ) APT Bl AR HE LT V5

.15.

=5 RBENGESEL G EMEREXTEL
i)
) ) A E Yk s g
i =241 S EE — —
AT Deplmpact AKILTE SPARSE DepImpact

Phishing Emails 234.82 2.60 0.82 0.003 0.06 1.35
Account Abuse 137.45 2.43 0.96 0.002 0.05 1.03
Content Injection 134.61 1.77 0.44 0.001 0.05 0.86
Content Injection 2 123.97 2.71 0.94 0.003 0.06 1.12
Service suspension 117.74 2.23 0.91 0.002 0.06 0.99
FIME 149.72 2.35 0.81 0.0022 0.056 1.07

3.7 g

SRR A B R R A% O H bR AE T I8 5
RE OB 5 B RS B T A S R R B EE K . AE
N—AGEE T R A AESE, B2 H (0 7 VR
G T 2R, BERA TR RSB BE
BRI RS Jo @I SR AN S BB
AR FIALEIAE &5 A1), 32 B 7 v e SRR K
B BRI RV, KR ATT&CK HE4E
R SR ERT LR B R, X e [F]
TAE, AL H 1515 BRI 18 I B AR SR
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